HULME GRAMMAR SCHOOL
CONFIDENTIALITY POLICY
This policy is applicable from EYFS through to Year 13

Confidentiality Principles

Personal information about pupils is shared only on a need-to-know basis within
the school.

The school will only share information with authorised third parties where there
is a clear right to that information.

Concerns raised by pupils or parents will be treated sensitively and managed in
accordance with the pupil's best interests.

Staff are expected to handle personal information, including family and financial
details, as confidential.

All personal information will be handled in accordance with the school’s Data
Protection Policy and applicable data protection legislation.

Confidentiality cannot be guaranteed, particularly where safeguarding concerns
arise.

The school aims to foster trusting relationships with pupils and will respect
confidences wherever possible, subject to safeguarding and legal obligations.
All staff must understand the confidential nature of pupil information and know
how to maintain it appropriately.

Staff Guidelines

If a pupil shares something at an inappropriate time or in an unsuitable setting,
staff should arrange to speak with them again before the end of the school day.
Pupils should feel able to share concerns with staff. Where appropriate, staff
should encourage pupils to involve their parents, but should avoid placing
pressure on them, as this may discourage future disclosures.

Staff must always act in the best interests of the pupil, even where complete
confidentiality cannot be maintained.

Disclosures may need to be discussed with an appropriate colleague, such as a
Head of Year, the Medical Officer or another relevant member of staff. Wherever
possible, the pupil's anonymity should be maintained.

Colleagues who need information to support a pupil should be given only the
information necessary for them to act appropriately and sensitively.

If there is a safeguarding concern, staff must inform the Designated
Safeguarding Lead (DSL) or a Deputy Designated Safeguarding Lead (DDSL) and,
where appropriate and safe to do so, explain to the pupil that the information will
need to be shared.

Confidentiality cannot be maintained where there is a concern that a pupil is
suffering, or is at risk of suffering, significant harm, abuse, neglect, exploitation
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or other safeguarding concerns. In such circumstances, staff must follow the
school'’s safeguarding procedures.

e Staff are not normally required to inform parents or the Principal of disclosures
made by pupils unless there is a safeguarding concern, a legal requirement, or
another legitimate reason to do so in the pupil’s best interests.

e The school will share information where legally required to do so, for example in
response to a court order.

e The classroom is a public environment and complete confidentiality cannot be
guaranteed within it.

Confidentiality Statement for Pupils
If something is worrying you, speak up

Whether it is something happening to you, something you are worried about, or
something you are unsure how to deal with, the Medical Officer and teachers are here to
listen and help. They will do what they can to support you.

If you are worried about confidentiality

Talk to the Medical Officer or a teacher. They will understand your concerns and explain
how information will be handled.

If they believe that you or another person may be at risk of harm, they may need to
share information with other people who can help keep you safe. Wherever possible,
they will explain this to you first.

If you do not feel ready to talk to someone at school, you can contact ChildLine on
0800 1111. Calls are free and do not appear on phone bills. ChildLine can help you
decide what to do next.

Staff Confidentiality in the Workplace

All staff have a professional responsibility to maintain confidentiality in relation to
information acquired through their employment. This responsibility continues both
during and after employment with the School.

Staff must:

e Treat information relating to pupils, parents, colleagues, governors and the
School's business as confidential unless disclosure is authorised or required by
law.

e Only access or share confidential information where there is a legitimate
educational or operational need to do so.
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e Ensure conversations involving confidential matters take place in appropriate
settings and are not overheard by pupils, parents, visitors or other staff who do
not have a legitimate need to know.

e Avoid discussing confidential matters in public places, including corridors,
reception areas, staffrooms where inappropriate, restaurants, public transport or
on social media.

e Take reasonable steps to ensure confidential documents, emails and electronic
records are stored securely and are not left unattended or accessible to
unauthorised individuals.

e Respect the privacy of colleagues and refrain from sharing information relating to
staff employment, disciplinary matters, sickness absence, personal
circumstances or performance unless authorised as part of their role.

e Never disclose confidential information to family members, friends or third
parties unless authorised or legally required to do so.

e Report any actual or suspected breach of confidentiality immediately to the
Principal, Bursar, Data Protection Lead or other appropriate senior member of
staff.

Professional Expectations

Confidentiality is fundamental to maintaining trust within the School community. A
breach of confidentiality may damage relationships, compromise safeguarding, breach
data protection legislation and undermine the reputation of the School.

Any unauthorised disclosure of confidential information may be treated as misconduct
and could result in disciplinary action in accordance with the School's Disciplinary
Policy. In serious cases, such conduct may constitute gross misconduct.

Nothing in this policy prevents staff from reporting safeguarding concerns,
whistleblowing concerns or matters where disclosure is required by law. Staff should
always follow the School's Safeguarding Policy, Whistleblowing Policy and Data
Protection Policy where these circumstances arise.

All members of staff are expected to maintain professional confidentiality
regarding pupils, parents, colleagues and the School's business, except where
disclosure is authorised, legally required or necessary to safeguard a child or
vulnerable person.

Related Policies

Safequarding Policy

Privacy Notice

Staff Code of Conduct Policy
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https://docs.google.com/document/d/1SA87kKyLNyx1J8o87Il0N-AkuslMRjMuoFQVVqFHRBE/edit?usp=sharing
https://docs.google.com/document/d/1RqBnOkEVmxK45IkCPSroKoT5r0OpjzhIhY9FaBN9iO4/edit?usp=sharing
https://docs.google.com/document/d/1VaNGrdWepW3RdgSba2vN-tVKd556Q7YLs-R3CNW8DJY/edit?usp=sharing

IT Acceptable Use Policy

Cyber Security Policy
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https://docs.google.com/document/d/1pRtfCCV_tA5b9gbtyF2yNxTnOATMfCiPekPSFAuMIHU/edit?usp=sharing
https://docs.google.com/document/d/1NN2ukwDJaF6jjoiKugVcNiiu6-PAsbuPnmF9c6cv0X0/edit?usp=sharing
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